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This work is licensed under a Creative  Commons Attribution-NoDerivatives 4.0  International License. [image: ]
IAM4NFDI  
Community Events 
● Provide basic IAM knowledge ● Information on all aspects of  the Basic Service 
● Gather Feedback
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NFDI-AAI Architecture 
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IAM4NFDI – the big Picture - Architecture [image: ]
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Recap 
- Concept of Community-AAI - Architecture NFDI-AAI
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Overview Community-AAI Solutions Academic ID, didmos, RegApp, Unity
This work is licensed under a Creative  [image: ]
Commons Attribution-NoDerivatives 4.0  
International License. 
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AcademicID –  
CAAI Solution 
Powered by
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AcademicID CAAI Solution 
AcademicID 
•Single Account for all  
AcademicID Communities 
Support for 3rd 
Party ID-Provider &  
Self-Registration 
•Integration of "Homeless"  
Users 
Community,  
Organization &  
Group Management 
•Service-Access, Quotas,  
Invitation-Workflow, ... 
User Account  
Selfservice Portal 
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Single Sign-On  
(SSO) 
•IdP- & SP-Proxy Support 
Identity Provisioning  
& Lifecycle  
Management 
Multi-Factor Authentication 
•Tokens, Push, OTP, ... 
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Key Features 
• Support for individual instance and tenant-based operational models – tenants do not  need to set up/operate their own CAAI instance. 
• No vendor lock-in, lower overall costs and high compatibility to common standards through  use of open-source components. 
• Easy integration of external communities and AAIs (e.g. DFN-AAI, eduGain). • Tenant-based CAAIs: 
− One single account for all AcademicID communities. 
− New and improved functionalities are immediately available for all AcademicID communities. 
• Certified according to ISO 27001 (information security) and ISO 9001 (quality management). [image: ]3
Selected References 
• Academic Cloud: (https://academiccloud.de) [image: ][image: ]
• MPG-SSO, Max-Planck-Gesellschaft (MPG) 
• Max Weber Stiftung (https://maxweberstiftung.de) • GFBio (https://www.gfbio.org) [image: ][image: ]
• DARIAH-DE (https://de.dariah.eu) 
• MWW, Virtueller Forschungsraum (https://vfr.mww-forschung.de) • Plattform für internationale Studienmobilität [image: ][image: ]
(https://pim.moses.tu-berlin.de/moses/index.html) 
• ... 
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Example for Community AAI Customization Academic Cloud for Universities in Lower Saxony 
Single-Sign-On 
(sso.academiccloud.de) [image: ]
Self-Registration [image: ][image: ]
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Account/Profile Selfservice (id.academiccloud.de) 
AcademicID
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Components: Single-Sign-On (SSO) 
Overview 
• Central authentication platform for all services in a community 
• Supports all common SSO protocols for connecting services to the community, e.g.  SAML & OpenID Connect 
• Multi-Factor Authentication (Hardware Tokens, Push-App, OTP, …) 
• Authentication through connected AAI infrastructures (e.g. eduGain or DFN-AAI etc. or  connected identity providers (e.g. other communities) 
• Compliance to common standards (AARC, REFEDS, ...) 
• Support for external ID-Providers (e.g. ORCID, eduID, BundID) 
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Components: Single-Sign-On (SSO) 
Customizing Examples 
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SSO-Proxy 
Connection of external AAIs or ID-Providers 
Connected external AAIs 
Connected Services
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Additional connected  
AAIs or ID-Providers 
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User Account Selfservice Portal 
• Management of account/user information (self [image: ]
service) 
− Check/apply for membership with  
communities or institutions 
− External email addresses, postal addresses,  
phone numbers 
• Security settings 
− MFA token registration and recovery  
function, change/reset password, SSH keys 
• Customization: individual logo/colours/design 
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Community, Organization & Group Management 
Overview 
• Service access (rights) and quota can be assigned to a community, organization units  (OU) or groups by administrators. 
• Administration of a community, OU and groups can be delegated to appropriate users. • Users can be invited to a community/OU/group or apply for membership. 
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Community, Organization & Group Management 
Invitation Process 
• Community X wants to add a bunch of members and let them use community services: 
− Community X sends users an invitation email including a login link and invitation  code. 
− Users open the link and log in with their respective home organization or register a  new account. 
− The invitation code can be entered by users during registration or login. 
− Users will automatically get access rights and quota to services as specified by  Community X. 
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Community, Organization & Group Management 
Administration 
• Administrators of a community, organization or group can manage user accounts  within their respective realm. 
• Example: Community administrators can: 
− set new passwords for users, 
− edit user information, and 
− assign access rights and quota for services either for all users of a (sub-)realm or  for individual accounts. 
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AcademicID CAAI Solution 
AcademicID 
•Single Account for all  
AcademicID Communities 
Support for 3rd 
Party ID-Provider &  
Self-Registration 
•Integration of "Homeless"  
Users 
Community,  
Organization &  
Group Management 
•Service-Access, Quotas,  
Invitation-Workflow, ... 
User Account  
Selfservice Portal 
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Single Sign-On  
(SSO) 
•IdP- & SP-Proxy Support 
Identity Provisioning  
& Lifecycle  
Management 
Multi-Factor Authentication 
•Tokens, Push, OTP, ... 
Contact: 
christof.pohl@gwdg.de sascha.krull@gwdg.de
Powered by 
[image: ]13 
didmos as a Community AAI solution 
Basic Service Identity & Access Management: Workshop IAM Basics #2 
David Hübner 
DAASI International GmbH
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didmos 
● A standardised IAM system so flexible it is able to address all customer needs no matter how  specific 
 Successfully implemented for more than nine customers  
● It is very difficult to develop a software which meets all requirements. Hence, didmos consists  of several modules for different tasks.  
● didmos also allows for plugin interfaces in many places to allow for extensions 
● The development of didmos relied on well-established open source products such as  OpenLDAP, RabbitMQ, SATOSA, and many more 
● Available as Docker Images
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didmos
DAASI International Identity [image: ]
Management with 
Open 
Source 
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didmos - Overview  
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LDAP
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didmos Core[image: ]
● Core consists of two components: 
● OpenLDAP server as metadirectory  
● Backend/API server for data access and background processes (based on Django/Python) 
● The API server consists of several modules (called “apps” in Django), which respectively  provide a modern REST API via which data can be shared as JSON 
● Access to IdM via SCIM 
● Workflow management 
● Policy Decision Point (PDP) / RBAC 
● MFA token management with privacyIDEA 
● Multi tenant capable both in LDAP and API server 
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didmos LUI[image: ]
Frontend entirely based on JavaScript (Angular) 
 Responsive Single-page application 
 Mobile app (PWA) capable 
 Authentication with OIDC  
 Adjustable, both for layout and functionality (we have various standard modules in a shared  library and can create custom modules) 
 Both for selfservice and admin functionality 
Extensive usage of SCIM  
 Only Core is responsible for the manipulation of LDAP objects 
 SCIM calls protected by OAuth2 bearer tokens 
 Menu items can be controlled via permission assignment from Core to LUI 
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didmos LUI [image: ]
- Self-Service – User Information
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didmos LUI [image: ]
- Customer – Edit Groups
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didmos Authenticator[image: ]
 Acts as an SSO proxy and supports multiple protocols by default  Acts as an IdP/OP for SAML2 and OIDC [image: ]
 Acts an an SP/Client for various protocols/services such as  OIDC, SAML2, Social IdPs, Orcid, etc. 
 Queries additional attributes, such as entitlements from didmos  Core via SCIM API 
 Various optional microservices for functionality such as MFA,  Consent, etc. 
 Users with external accounts are created in didmos as „Shadow  accounts“ without passwords and can be managed in the VO 
 Also support authentication with local accounts (i.e. users with  passwords in didmos) 
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 Extract Transform Load  Typical flow (simplified): 
didmos ETL Flow[image: ]
 Read and convert (multiple) data sources (e.g. ldapsearch) 
 Identify against IdM 
 Merge identical data sets within one data source if necessary 
 Merge multiple data sources 
 Calcluate diff against IdM 
 Install changes 
 Typically used for either one-time data migration or regular synchronization from source  systems 
 The workflow is configured via LDAP objects (=configuration)  
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didmos Provisioner[image: ]
 Real-time transfer of identity information to connected target systems  Reads change information in the OpenLDAP accesslog 
 Architecture is inspired by SPML, however it can implement SCIM as well  
 Changes are recorded in JSON documents which are inserted into the queuing system  RabbitMQ 
 A dedicated worker then installs them in the target system and reports back to didmos Core  We have workers for 
 LDAP, Active Directory 
 SCIM2 
 Gluu 
 Other proprietary systems of customers 
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NFDI integration[image: ]
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NFDI integration [image: ]
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didmos Auth didmos Core 
didmos Core
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What we’re working on
● We’re currently implementing the NFDI attribute model into our default config and refining our  CI/CD processes 
● We’re setting up a demonstrator that consists of our main components to implement the  integration scenario shown on the previous page 
● didmos Core, didmos LUI and didmos Auth 
● The multi tenancy capabilities of didmos can be used to onboard different communities 
● Once the Edu ID system is available, we will connect to that. For now we integrate eduGAIN  directly 
● We can create and deploy individual deployments for more complex projects, either on premise or as a SaaS solution 
● In such projects we can also add didmos ETL Flow to sync existing user data and didmos  Provisioner for systems that do not support SSO ... 
● ... or to support push (de)provisioning in addition to SSO 
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Thank you for listening. 
David Hübner 
DAASI International 
email: david.huebner@daasi.de
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RegApp AAI – Community AAI, Infrastructure Proxy regapp.nfdi-aai.de  
M. Simon, U. Weifl, M. Bonn, F. Kaiser, M. Sayed
[image: ]KIT – Die Forschungsuniversit‰t in der Helmholtz-Gemeinschaft www.kit.edu 
Overview and History [image: ]
[image: ]Federated open source identity management system 
[image: ]Started as an infrastructure proxy for federated LDAP access in 2012 [image: ]Enhanced to a full-featured multiprotocol identity proxy over the years… [image: ]Used at bwIDM, bwIDM2, NHR, Helmholtz Association… 
[image: ]Mainly developed at the Steinbuch Centre for Computing (SCC) at KIT [image: ]Currently installed setup manages more than 40,000 registered users from  various research institutions (DFN-AAI) 
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NFDI Steinbuch Centre for Computing 
Typical Login Process [image: ][image: ][image: ]
Service [image: ][image: ]
RegApp Instance 
Home IdP 
Service
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Architecture [image: ]
DFN 
RegApp Login Portal 
Infrastructure Proxy (SAML, OIDC, LDAP, REST)
Service A 
4 25.08.2023 NFDI Steinbuch Centre for Computing 
Architecture DFN 
eduGAIN Google ORCID 
RegApp Login Portal 
Service Registration 
[image: ]…AAI 
ZAS 
JARDS 
Service Password SSH Key Management De-/Provisionioning 
Authorization Rule Engine
Community Management Community Integration 
2FA Integration 
LinOTP 
privacyIDEA 
Infrastructure Proxy (SAML, OIDC, LDAP, REST) Service A Service B Service C 
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Features  [image: ]
[image: ]Core funcionality: Community AAI for Single Sign On Environments [image: ]Transparent connection of SAML federations 
[image: ]Provisioning and deprovisioning (linked user identities, with SAML AQs) [image: ]SSO protocol proxy OIDC ↔ SAML 
[image: ]Infrastructure proxy for non web service (LDAP, REST) [image: ]
[image: ]Additional functions 
[image: ]End user portal for service registration and group management [image: ]Management of SSH keys / service passwords (CLI/HPC login) 
Authentication and Authorisation for  Research and Collaboration https://aarc-project.eu/
[image: ]Multifactor authentication (LinOTP/privacyIDEA, also available for CLI/HPC logins) [image: ]Freely programmable authorization rules and attribute processing/release 
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RegApp for NFDI: 4 Servers / 2 Locations 
Belwue 
Connection 
[image: ]
DFN 
Connection 
KIT Campus South 
KIT Campus 
North 
F5 Big-IP 
Two Computing Centers,  
10km apart, connected via  
two different LWL 
F5 Big-IP 
Virtual Maschine 
Loadbalancer 
Virtual Maschine 
Virtual Maschine 
Loadbalancer 
Virtual Maschine [image: ][image: ]
Apache Webserver 
Quarkus / Wildfly  Application Server 
Apache Webserver 
Quarkus / Wildfly  Application Server 
PostgreSQL Database Streaming Replication Active/Passive 
Top/Down  layers fully  meshed 
Apache Webserver 
Quarkus / Wildfly  Application Server 
PostgreSQL Database Streaming Replication Active/Passive 
Apache Webserver 
Quarkus / Wildfly  Application Server 
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RegApp for NFDI: Customized Frontend [image: ][image: ][image: ][image: ][image: ]
11 25.08.2023
NFDI Steinbuch Centre for Computing 
Future Developments [image: ]
[image: ]Improving the community functionality (in progress) [image: ]Project and virtual organization management 
[image: ]Active group membership provision 
[image: ]Invitation of external persons by email/link 
[image: ]Support of modern authentication methods (planned) [image: ]FIDO2 keys for SSH login 
[image: ]Internal redesign/modularisation (ongoing…) [image: ]Wildfly J2EE → Quarkus framework 
[image: ]Server-rendered management webpages → SPA with Angular 
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Further Information[image: ]
[image: ]RegApp 
[image: ]Deutsch: www.scc.kit.edu/dienste/regapp 
[image: ]English: www.scc.kit.edu/en/services/regapp [image: ]Downloads 
[image: ]Gitlab: https://git.scc.kit.edu/reg-app/reg-app [image: ]Docker https://git.scc.kit.edu/reg-app/regapp-docker [image: ]References 
[image: ]In NFDI context: regapp.nfdi-aai.de 
[image: ]Contakt 
[image: ]uli.weiss@kit.edu and michael.simon@kit.edu 
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Unity basics 
●First release was already 2015 [image: ]●Was developed in context of UNICORE and became a spin-of company Bixbit 
●Fully open-source 
●Is based on Java 
●Already used on several places around EOSC:
[image: ][image: ][image: ]
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Unity instances at Forschungszentrum J¸lich 
●EUDAT B2ACCESS 
–AAI with following SP-IdP Proxy concept 
–Started 2015 
●Helmholtz AAI 
–Started in Helmholtz Data Federation (HDF) Projekt and continued in Helmholtz Federated IT Services (HIFIS) –AAI following SP-IdP Proxy concept without local user accounts 
●FURMS 
–User and Resource provisioning tool in FENIX 
●JSC login Service 
–Started as translation from LDAP to OIDC 
–Becoming a full SP-IdP-Proxy in JSC 
–Streamline access to local services, independent to the user origin
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Unity Features 
●Fulfilling AARC BPA 
●Offers upstream authentication based on SAML,  OAuth2/OIDC, LDAP 
●Supporting SAML federations out of the box ●Pre-configured “social” IdPs 
●Offers accounts to “homeless” user based on X.509 or  username/password 
●SCIM API for updating user information 
●Build-in extensions for account linking, policy  management, group management, MFA using TOTP or  FIDO 
●Powerful configuration makes it easy to follow multiple  standards and guidelines like SAML2, OAuth2/OIDC,  AARC, ...
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Upcoming enhancements 
●Bringing deprovisioning agent (external tool) in production 
–Successfully tested on development instance 
–Notifying services needs to be implemented 
●Improving MFA 
–Signaling MFA usage to services based on protocol standards 
–Honoring MFA from upstream IdPs 
●Continuous enhancements based on user feedback 
–Gathering feedback from users and recurring problems in tickets and provide this to Bixbit –Next release contains improvements in sending bulk group invitations
[image: ]
Community-AAI-as-a-Service[image: ]
This work is licensed under a Creative  Commons Attribution-NoDerivatives 4.0  International License. [image: ]
Goals of IAM4NFDI for CAAIaaS 
• Provide documentation and serivces to enable NFDI Consortia to 
− either use an existing instance of a CAAIs as a tenant, or 
− get professional services to install, configure, customize and support an individual  instance of either CAAI solution and 
− get professional hosting environments for operating individual instances of the  CAAI solutions. 
• Disclaimer: the CAAI solution of your choice may not support both deployment models  (tenant/individual instance). 
[image: ]2
Generic Procedure for setting up a CAAI for NFDI Consortia 
• Analysis and documentation of the NFDI Consortium requirements for its CAAI. • Selection of the CAAI solution e.g. on the basis of a criteria catalog for required  features. 
• Providing/choosing a hosting environment for the CAAI (individual instance only). • Basic installation and configuration of the CAAI solution (individual instance only). • Implementation and roll-out of community-specific requirements. 
• Preparations for productive operation: e.g. providing 1st and 2nd level support for  community members. 
[image: ]3
Comparison of Deployment Models 
Multi-tenant Deployment 
• Operation of infrastructure and CAAI  solution as well as 2nd/3rd level  support is taken over by the CAAI  provider. 
• Limited possibilities for individual  customizing of CAAI solution.
[image: ]
Deployment of Individual Instance • Own hosting environment is required. • Common operational aspects need to  
be addressed, e.g. backup, monitoring,  load balancing, failover, support 
• Outsourcing of all or specific  
hosting/operational parts to a third party provider is possible. 
• Extensive possibilities for individual  customizing of CAAI solution. 
4 
Current State & Next Steps for CAAIaaS 
• For the four CAAI solutions in IAM4NFDI, there are already productive examples in  which a multi-tenant and/or individual deployment is used for some communities. • For each of the four CAAI solutions, a demo instance will be set up and operated as  part of IAM4NFDI, which NFDI consortia can use to evaluate the solutions. • The implementation, hosting and operation of tenants or instances of CAAI solutions  for NFDI consortia are not part of the IAM4NFDI project. 
• DAASI and GWDG will offer professional (paid) services for the implementation, hosting  and operation of CAAI solutions for the NFDI consortia. 
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Field Report: RDMO Integration
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[image: ][image: ]Recap: Workshop IAM Basic #1 [image: ]
Community AAIs would solve our problem to support both SAML and OIDC users 
• Implementation in RDMO would be straightforward because of OIDC 
• Looking forward to authentication via a Community AAI (CAAI) ! 
https://doc.nfdi-aai.de 
IDP / SP 
SAML [image: ][image: ]
IDP / RP 
OIDC rdmorganiser.github.io/
— Seite  
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[image: ][image: ]Web service 
RDMO NFDI4Ing test instance 
Authentication with a  [image: ]
Community AAI 
Also currently in-use in the productive instance rdmo.nfdi4ing.de/
— Seite  
3 
[image: ][image: ][image: ]Overview of how-to connect a service with a Community AAI 
Starting point: doc.nfdi-aai.de/
Information: 
• Ideally, there are docs provided by the specific CAAI providers. 
Registration, Policy and Security Contacts: 
• Registration of the service 
• Provide the required legal documents and/or references  
• the service needs a valid Data Privacy Statement (!) 
• Provide admin and security contacts  
Technical implementation: 
• Re-use an existing OIDC/SAML solution that is compatible with your service? 
• Consider the user authentication and sign-up flow 
• Existing user accounts? 
• Staging and production instances 
07.03.2023 4 
— Seite  
[image: ][image: ][image: ]Implementation: registration 
Register your service as an OIDC client in the CAAI
Information: 
• This example is for the CAAI type Unity provided by the Helmholtz AAI 
• Docs: hifis.net/doc/helmholtz-aai/howto-services/ 
Registration, Policy and Security : 
• Self-registration, submit a request to register a new client. 
• Organizational: Name, description, contact, Data Privacy Statement, logo 
• Technical: client ID and secret (username/pass), redirect URLs 
• Request will be reviewed by the CAAI admins. 
• Client can be used when the request is accepted. 
Take-away for your service: 
• the client ID and secret will be used by your service 
• store them in a secure place! (eg. password manager) 
• redirect URLs, one could add localhost for local debugging 
— Seite  
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[image: ][image: ][image: ]Implementation: technical aspects in general 
Technical implementation depends on software framework of the service
Information: 
• Look for existing solutions? 
• OIDC certified libraries: openid.net/certified-open-id-developer-tools/ 
• or uncertified: uncertified-openid-connect-implementations/ 
• Via web search “OIDC client” or “social authentication” for your  
framework 
Configuration: 
• client ID and secret, deploy with environment variables? 
• server URL, one URL of the CAAI can used to build the required OIDC  
endpoints 
• URL to the metadata of the OP configuration 
• scope, defines the sets of user attributes that the service requests from the OP • Important for which attributes your service requires 
• doc.nfdi-aai.de/attributes/, emails are verified 
— Seite  
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[image: ][image: ][image: ]RDMO implementation: Django web framework 
[image: ]The Django allauth library supports any OIDC compatible provider
Information: 
• Widely used and long-lived Django app, django-allauth.readthedocs.io/ 
• Supports any OIDC compatible provider, as well as many OAuth 1.0/2.0 and  
SAML 2.0, providers/ 
• Integrated with User Model, configurable authentication flows 
Configuration: 
• Implementing of the CAAI requires minimal adaption (if at all) of existing code. 
• In the latest version, new OIDC providers can be added directly via the web  
admin UI without any codebase adaptation. 
• Extraction or mapping of attributes 
• uid as voperson_id, take only verified emails 
07.03.2023 7 
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[image: ][image: ]RDMO implementation: allauth and user flow 
Anonymous  user[image: ][image: ]
Allauth defines social account users and providers authenticates 
DFN-AAI  User from [image: ]
voperson_id email 
Social account  provider [image: ][image: ][image: ][image: ]
Passes  attributes 
[image: ]CAAI 
name etc.. 
New or existing account? 
[image: ]Social account User Has connection with existing user?  [image: ]
(new) 
no 
Create  
yes 
Same email address? 
07.03.2023 8 — Seite  
RDMO User [image: ]
new user and  connection, auto sign-up 
Create connection 
RDMO User [image: ]
[image: ][image: ]RDMO implementation: multiple providers 
Allauth allows for the use of multiple providers in parallel 
[image: ][image: ][image: ][image: ]provider[image: ][image: ]provider [image: ][image: ][image: ]provider [image: ]
connection connection 
connection 
[image: ][image: ]Social account User [image: ][image: ]Social account User [image: ][image: ]Social account User 
RDMO User [image: ][image: ]
Users can create and  
delete their own  
connections with providers 
07.03.2023 9 
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[image: ][image: ]Conclusion of field report and outlook [image: ]
Community AAIs provide a straightforward authentication service 
• ✅ documentation available for the service provider 
• ✅ service registration via online form 
• ✅ support for OIDC and SAML 
• ✅ uniform user attributes, email verification 
• ✅ user profile self service in CAAI 
• Button logos like shibboleth? 
https://doc.nfdi-aai.de 
Unity ✅ [image: ]
RegApp ✅ [image: ][image: ][image: ]
didmos ➔ in September [image: ]
AcademicID ➔ in September
07.03.2023 10 
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[image: ][image: ]Thank you for your kind attention! 
[image: ]
David Wallace  
Forschungsdaten-Services  
ULB Darmstadt 
david.wallace@tu-darmstadt.de
— Seite  
11 
BREAK[image: ]
Things you should know and be  aware of when operating a  
Community-AAI 
Authorization and VO Management 
This work is licensed under a Creative  [image: ]
Commons Attribution-NoDerivatives 4.0  
International License. 
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