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§ Based on the AARC Blueprint 
Architecture and AARC-BPA-2019.

§ Each NFDI consortium is expected 
to select one of the four NFDI CAAI 
solutions.
– AcademicID, didmos, RegApp, Unity

§ For the duration of the IAM4NFDI 
project, all partners will provide their 
CAAI solutions and additional AAI 
services to all NFDI consortia.
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The Big Picture: NFDI-AAI Architecture
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AcademicID CAAI Solution

AcademicID

•Single Account per User for all 
AcademicID Communities and 
NFDI Consortia

Single Sign-On (SSO)

• IdP- & SP-Proxy Support

Identity Provisioning 
& Lifecycle 
Management
•Admin Portal

2-Step/Multi Factor
Authentication
•FIDO2, YubiKey/Tokens, Push, 
OTP, ...

Community Services 
Portal & User Account 
Selfservice

•Self-Registration, Integration 
of "Homeless" Users

Community, 
Organization & Group 
Management
•Service-Access, Quotas, 
Invitation-Workflow, ...

Integration of Public 
Cloud Service 
Providers

•AWS, Google Cloud, Azure, 
Zoom, ...



§ Tenant-based operating model – NFDI consortia do not need to deploy and 
operate their own CAAI instance.

§ New and improved features of AcademicID are immediately
available to all communities using AcademicID.

§ Open source products for most components – no vendor lock-in,
lower total cost of ownership and high compatibility with
common standards.

§ Easy integration with external communities and AAIs (e.g.
DFN-AAI, eduGain).

§ A single identity per user for all AcademicID communities.
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Key Features
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Agenda

General Information

User-facing Features
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Your Questions, Comments and Suggestions



General Information
AcademicID NFDI Community AAI
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History

Initial implementation of a central 
identity management system (IDM) 
at GWDG and Georg-August-
University Göttingen

2005

Connecting the first Max-Planck-
Institutes
• Foundation of an IDM working group in the MPG

2008

Implementation of a central portal for 
administrators to manage their users 
and resources

2011

Integration of the University of 
Göttingen's SAP systems to manage 
the life cycle of employee accounts

2015

Initial setup of AcademicCloud
funded by the state of Lower Saxony

Initial setup of MPG-AAI/SSO

2016

Since 2020: Establishing AcademicID
as Community IAM for 
AcademicCloud

• 2-Step Authentication/MFA

• Deprovisioning processes
• Continuous improvements for authorization and 
access rights management

2020
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Statistics

~180.000 User 
Accounts

~13.000 Groups

Over 160 connected 
systems (LDAP, AD, 

SQL, API, 
LoopBack)

14 native SSO 
Identity Providers 

(IdP) for institutions 
in AcademicID



§ Cloud Storage: OwnCloud, NextCloud,

§ Collaboration: Sharepoint, Gitlab, Filesender, ShareLaTeX/Overleaf, HedgeDoc

§ Mail Service: Exchange, Open-Xchange

§ Cloud Server: VMware, OpenStack

§ Research Data Management & Analysis: Jupyter, Data Repository & Archive

§ Access to HPC resources operated by GWDG

§ Videoconferencing: Big Blue Button, Zoom

§ Chat: Rocket.Chat, Matrix

§ Project Management: OpenProject
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Selected Services Connected to AcademicID



§ Georg-August-University Göttingen, Universitätsmedizin Göttingen (UMG)
– Lifecycle management via SAP/HIS

§ Max Planck Society
– Over 60 connected institutes

§ LANIT: AcademicCloud
– Universities in Lower Saxony

§ Max Weber Stiftung
– 11 connected institutes

§ Forschungsverbund MWW

§ Research Infrastructures: DARIAH, GFBio

§ Plattform für internationale Studienmobilität (PIM)
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AcademicID User Testimonials



§ Identity Management
– 3 core IDM developers
– 1 core AcademicID Admin Portal developer

§ Access Management/AAI/SSO
– 4 core SSO developers

§ IAM 2nd level support
– 1 dedicated IAM support specialist

§ 12 general software development positions (including 5 trainees)
– Support IAM development team with web technologies, web and UX 

design
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Identity & Access Management Staff
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AcademicID Component Architecture
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User-facing Features
AcademicID NFDI Community AAI
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Login Flow

Welcome 
page

Self-registered or 
federated/AAI 

login

Login at home 
organisation or 

register new account

Access 
Community 

Services Portal



§ Flexible authorization mechanism
– Access to services can be granted depending on 

group/organization membership or individually

§ Allows for individual terms of use/policy/privacy
statements for each accessed service

§ 2-Step/Multi-Factor Authentication 

§ Automatic update of attributes transmitted by external 
ID provider
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SSO Service Features
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Logins Counter (~ last 30 days)
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Community Services Portal: Service Overview
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Community Services Portal: Service Details
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Account Portal: My AcademicID

§ User centric selfservice for basic 
account features

• Email and contact information 
management

• Registration and management 
of multiple factors for 2-step 
authentication



§ Supported mechanisms for 2-
Step auhentication
– FIDO2/Passkey
– Hardware tokens (e.g. 

YubiKey)
– Push (Android and iOS)
– Time based tokens (TOTP)
– SMS
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2-Step Authentication



§ Connect your AcademicID account to Public 
Cloud Services:
– Amazon Web Services
– Google Cloud
– Microsoft Azure & Office 365
– Zoom
– …
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Account Portal: Integration with Public Clouds



Administrative Features
AcademicID NFDI Community AAI
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§ Administrative management of
– Identities/Accounts

• Edit user information (e.g. surname)
• Password recovery
• Change status of the account (e.g. disable, delete)

– Groups
• Assign email address – email distribution group
• Delegation of group management 

– e.g. team leader could manage group for his/her team

• Group members can also be generated dynamically
– Based on a member filter

• Invite to group (see next slides)
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AcademicID Admin Portal (1/3)



§ Administrators can view and manage 
2-Step authentication settings of 
community users

– Overview per account

– Delete tokens

• e.g. Person loses device or key
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AcademicID Admin Portal (2/3)



§ Organisation management
– Create and manage organisational units (OU)
– Individual settings per OU and account:

• Permissions and quotas of accounts
• Roles (e.g. Community admin, invitation approver, member, …)

§ Other functions
– Persistent audit log for all objects (accounts, groups, …)
– Individual password policy per community
– Individual password recovery PDF document per community
– Object creation templates (account, group, …)
– Application and approval processes

• Apply for objects (account, group, …)
• Individual approver per org unit
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AcademicID Admin Portal (3/3)



§ In AcademicID, organizations represent NFDI consortia (also known as 
“communities“, e.g. NFDI4XYZ).
– How to assign members to a community?

• Based on a membership token during login or account registration
• Direct creation or application of account via IdM admin portal
• Option: Connection to a directory service (e.g. LDAP) containing community members
• Option: Identified by a community identity provider during login/registration

§ Projects and subprojects of an NFDI consortium administrated via IdM Admin-Portal
§ Nested projects possible
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Organizations, Projects & Groups (1/5)



§ How to invite new members to groups/projects?
– Group/project administrator can create invitation token
– Invitation link could be sent by email or could be distributed manually (e.g. via chat)
– Invitee becomes a member of the group (after registration)
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Organizations, Projects & Groups (2/5)



§ How to use groups/projects?
– Grant access to services (e.g. Confluence)

• Membership will be passed to SAML Assertion 
(SSO)

• Query AcademicID API
• Query AcademicID LDAP directory

– Grant quota for services (e.g. storage in OwnCloud or 
computation time on HPC cluster)
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Organizations, Projects & Groups (3/5)



§ Membership management for groups/projects
– Example 1:

• Conference organizer creates a group via IdM Admin 
Portal

• Approver of community NFDI4XYZ approves group
• Conference organizer creates a voucher for the group 

and distributes it e.g. in relevant research communities
• Event participants can join group
• Group can then be used e.g. in OwnCloud to share 

documents
• Conference organizer may assign an email address to 

group
– Emails to this email address will be forwarded to all 

conference participants
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Organizations, Projects & Groups (4/5)



§ Membership management for groups/projects
– Example 2:

• IdM administrator of NFDI4XYZ community creates 
group for “Göttingen” team and delegate the 
administration to them 

• “Göttingen” team defines member filter on group so 
that all accounts of the NFDI4XYZ community will be 
added dynamically

• Collaboration software (e.g. Confluence) reads all 
groups and memberships from LDAP so that access 
to “Göttingen” area can be assigned to this group
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Organizations, Projects & Groups (5/5)



Further Information
AcademicID NFDI Community AAI
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§ “Does each NFDI consortium need to appoint a CAAI admin or will the IAM4NFDI 
project (or GWDG) take care of this?”
– Each NFDI Consortium should appoint one or more CAAI admins to handle simple 1st 

level user requests. The 1st level support is not covered by IAM4NFDI or the GWDG.

§ “What happens if a request overwhelms me or a technical problem arises?”
– IAM4NFDI partners (GWDG in the case of AcademicID) provide fast and competent 2nd 

level support for their CAAI solutions.

§ “Is it a difficult task to be the AcademicID admin for my NFDI consortium?“
– The AcademicID Admin Portal is an easy-to-use web application that allows you to 

perform all common IAM tasks with just a few mouse clicks.

§ “Will this cost me a lot of time (in the long run)?“
– Usually not. Most processes are automated as self-service and designed to require 

minimal administrative interaction.
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AcademicID Admin FAQ



§ GWDG holds ISO 27001 and ISO 9001 certifications:
– ISO 27001: Information Security: focuses on confidentiality, integrity, and availability of

services and data.
– ISO 9001: Quality Management: focuses on meeting customer expectations and 

continual improvement of services.

§ AcademicID Community IAM is in the scope of both certificates.

§ AcademicID Community IAM is also covered by regular KRITIS
audits of University Medical Center Göttingen (UMG)
– KRITIS: focuses on security and availability aspects in the area

of critical medical infrastructures.
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High Quality & Secure Operations (1/2)



§ GWDG employees are regularly sensitized to 
important information security and quality 
management issues.

§ Up-to-date and standard-compliant
documentation

§ Ongoing efforts to improve the quality and 
security of AcademicID software components 
and administrative activities, as well as operation 
of systems and infrastructure.

§ Frequent quality checks & yearly re-certifications
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High Quality & Secure Operations (2/2)



§ Support for account linking

§ AI supported detection of account doublets

§ Extended invite and voucher features for community 
memberships and service access

§ Establishment of a Security Operations Center (SOC) 
for the MPG, the University of Göttingen and the 
GWDG
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Roadmap (Selection)



§ Contact us
– support@gwdg.de

§ “Get in Touch” appointment
– We answer your questions, offer consulting and requirements analysis.
– If AcademicID is on the short list for your NFDI, we will work together with you to 

develop an onboarding roadmap.

§ Your NFDI: “We want you, AcademicID!“
– We will closely coordinate all steps for onboarding your NFDI consortium with you.
– You can follow up progress via a project management system and are always up-to-date.

§ Best of all: it‘s free for you (funded by Base4NFDI via the IAM4NFDI project)!
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How to get AcademicID?

mailto:support@gwdg.de


§ We continue to take care of you, even when onboarding has finished.
– We provide 2nd level support, secure operations and are always ready to listen to your 

questions, ideas or problems.
– And yes, that’s also free for you (funded by Base4NFDI).

§ Optional: Fly to the moon (solutions for your very special NFDI consortium‘s
requirements)
– IAM4NFDI Incubators (funded by Base4NFDI)
– We (GWDG) offer paid IAM expert consulting and develoment services for AcademicID.
– New features in AcademicID, whether developed on behalf of NFDI, University of

Göttingen, MPG, GWDG or others, will always be available to all our clients and NFDI 
consortia for free!
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And Then?
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Your Questions, Comments and Suggestions

AcademicID

•Single Account per User for all 
AcademicID Communities and 
NFDI Consortia

Single Sign-On (SSO)

• IdP- & SP-Proxy Support

Identity Provisioning 
& Lifecycle 
Management
•Admin Portal

2-Step/Multi Factor
Authentication
•FIDO2, YubiKey/Tokens, Push, 
OTP, ...

Community Services 
Portal & User Account 
Selfservice

•Self-Registration, Integration 
of "Homeless" Users

Community, 
Organization & Group 
Management
•Service-Access, Quotas, 
Invitation-Workflow, ...

Integration of Public 
Cloud Service 
Providers

•AWS, Google Cloud, Azure, 
Zoom, ...
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