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Federated open source identity management system
Started as an infrastructure proxy for federated LDAP access in 2012
Enhanced to a full-featured multiprotocol identity proxy over the years…
Gradually expanded to meet CAAI requirements
Used at bwIDM, bwIDM2, NHR, Helmholtz Association…

Mainly developed at the Scientific Computing Center (SCC) at KIT
Able to react very flexibly to new requirements
Established development team @KIT

Currently installed setup manages more than 50,000 registered users from 
various research institutions (DFN-AAI)
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Overview and History
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Typical End User Experience
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Classification
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Community AAI
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Classification
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Architecture

RegApp Login Portal

DFN

Service A

Infrastructure Proxy (SAML, OIDC, LDAP, REST)
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eduGAIN

25.01.20247

Architecture
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Community AAI for Single Sign On Environments
Transparent connection of SAML federations

Provisioning and deprovisioning (linked user identities, with SAML AQs)

End user portal for service registration and group management

Infrastructure proxy for non web services (LDAP, REST)

SSO protocol proxy OIDC ↔ SAML

Additional features
Management of SSH keys and service passwords (CLI/HPC login)

Multifactor authentication (LinOTP/privacyIDEA, also available for CLI/HPC logins)

Freely programmable authorization rules and attribute processing
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Feature Overview

Authentication and Authorisation for 

Research and Collaboration

https://aarc-project.eu/
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End user‘s view: Login

Select home organization
DFN AAI

Social

Other AAIs

Selection can
be stored for a
faster next login
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View of the stored Data
RegApp internal/generated attributes

Details about attributes delivered by
home IdP

Group and project memberships
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End user‘s view: Stored Data
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MFA and token management integrated in RegApp
Home IdPs without MFA

Services which need MFA but cannot do it by themselves

Self-service registration (via QR-codes), Backup TANs, TOTP

Supported backends: LinOTP and privacyIDEA
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End user‘s view: MFA
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User driven, by clicking „Add account…“

Semi-automatic by specified rules
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End user‘s view: Account Linking
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Service Admin (e.g. LSDF, Gitlab)

HPC Admin (e.g. HoreKa)

VO Manager / Principal Investigator (PI)

Community Management: Typical Workflow

Creates Project
Requests

Service/Resource

Release Project
to Resource

Release Project
to Resource

Project Members

Invites Project 
Members

Accept Invitation

Manages Project Members

Do Project Work

t
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Community Management: Projects and Services
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Community Management: User Invitation
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Manage group memberships
Standard operations

Search/Filter operations

Subgroups possible
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Community Management: Group management
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Flexible and freely
programmable attribute
processing on all relations

Service connection with
freely programmable
authorization rules
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Multiprotocol Proxy

Service

Client

RegApp

Application/Service Connection

IdP
Academic Area,
Cloud, …

OP
Social, Cloud,
Community AAIs, …

User Authentication

AD/LDAP

Infrastructure Provisioning
(Account, Groups, Service Passwords, …)

Nextcloud OpenStack
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Wide provisioning AND deprovisioning

Current modules
LDAP (attributes with templates or scripted)

Samba

OpenStack

Nextcloud

Powerfolder

In development
Gitlab

If needed: We can provide NFDI LDAP as a service
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Infrastructure Proxy
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More focus on account linking in the near future
Identity can have multiple accounts

More self-service for project owners (current development)
Create OIDC credentials for a project
Manage subprojects

Policies for project participants
Managable by project owners

Generic attribute sources for additional account info
HTTP plain text or JSON
LDAP

S/MIME signed e-mails

User managed ssh-keys (used for login to HPC systems, can also run combined with MFA)
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One more thing: uncategorized Features
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KIT Campus
South

KIT Campus
North

F5 Big-IP
Loadbalancer

Belwue
Connection

DFN
Connection

Two Computing Centers, 
10km apart, connected via 

two different fibers

PostgreSQL Database
Streaming Replication

Active/Passive

Top/Down 
layers fully

meshed

PostgreSQL Database
Streaming Replication

Active/Passive

Virtual Maschine

Apache Webserver

Quarkus / Wildfly
Application Server

Virtual Maschine

Apache Webserver

Quarkus / Wildfly
Application Server

Virtual Maschine

Apache Webserver

Quarkus / Wildfly
Application Server

Virtual Maschine

Apache Webserver

Quarkus / Wildfly
Application Server

F5 Big-IP
Loadbalancer

RegApp for NFDI: 4 Servers / 2 Locations
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RegApp for NFDI: Customized Frontend
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Improving the community functionality (in progress)
Project and virtual organization management

Active group membership provision

Invitation of external persons by email/link

Improve user experience when linking accounts

Support of modern authentication methods (planned)
FIDO2 keys for SSH login

Webauthn/Passkeys for user-/passwordless web login

Internal redesign/modularisation (ongoing…)
Wildfly, J2EE 8 → Quarkus framework, Jakarta EE 10

Server-rendered management webpages → SPA with Angular
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Current and Future Developments 
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RegApp
Deutsch: https://www.scc.kit.edu/dienste/regapp

English: https://www.scc.kit.edu/en/services/regapp

Downloads
Gitlab: https://gitlab.kit.edu/kit/reg-app/regapp

Docker: https://gitlab.kit.edu/kit/reg-app/regapp-docker

References
In NFDI context: https://regapp.nfdi-aai.de

Contact
regapp-support@lists.kit.edu

uli.weiss@kit.edu and michael.simon@kit.edu
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Further Information
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