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Basics

Development of unity:

® Unity-IdM started in 2013, under open source license

® Since 2016 BixBit offers paid support and feature requests

e 2021 BixBit launched Authvisor trademark for public commercial support
The software itself:

¢ Java based

¢ All-in-one software solution

¢ Configuration via files or web Ul

® Supports most common authentication protocols

e Several pre-configured upstream IdPs

basel
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Basics

Features:
® Tree-based user directory
¢ Policy management
* Group management (delegation)
® Dynamic attribute creation
* Multi-factor authentication (MFA)
® Separated web interfaces for system administrators and group managers
e Extendable by third party applications due to different REST APlIs
® Account linking

basel
nfdi



Basics

Features:

® Multi protocol identity management

® OAuth2

OIDC

SAML2 single IdP
SAML2 Federation
LDAP authentication

basel
nfdi



Basics

Unity fulfils AARC
BPA and contains
the Access protocol
translation layer,
parts of authorisation
and community
attribute services
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Basics

Who uses unity?

¢ EUDAT CDI

WY Collaborative
EU DAT Dcto \nfrostructure

Data shared and pr

¢ HELMHOLTZ / HIFIS

HELMHOLTZ 55059 s <HIFIS
° FENIX

*« FENIX

nnnnnnnnnnnnnnnnnnnnnn

HELMHOLTZ
FEDERATED
IT SERVICES

niverse,

1d Hadrons
DI
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User authentication - overview

Primary ldentities | Services
OpenlD IdPs of Rls Author |dP unity IdP |
B2ACCESS, ORCID local credential, 3 [ OIDC agent (& SSH-OIDC) J >[ Compute ]
INDIGO IAM ResearchID LDAP | A B
& |
| > JupyterHub
E; Google, 3 [ =) 4 ]
i} Facebook < 7 v
> O tack
A - OAuh2 PWD A Rensta )

eduGAIN

EOSC AAI @it

authN
server

SAML
federation

@é@unity

SAML

0
a

T v . . N

Tz C_LARTIN, EGI, Multi-Protocol Idelntlty Management, )[ Nodaou ]
=% LifeScience AAI LoA + policy support,

<

» MFA,

Group management

Global,
Grid (wice, )

X.509
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User authentication - customisable WAYF

@ HELMHOLTZ
ID

f sign in with Facebook Institute of Engineering Seismology and Earthquake Enginef
] Ve

Sign in using your institutional account (or Github, Google, ORCID)

s

Institute of Engineering Seismology and Earthquake Engi... Forgotten password?
Sen it OICOIAM [A*STAR - Agency for Science, Technology and Research

i

——————
e o
—

|A*STAR - Agency for Science, Technology and Research

=

AT still University

AAI@EduHT Single Sign-On Service

 Aalborg niversity

Sign in using your institutional account (or Github, Google, ORCID)

Login using external account

.
TR
The Where-Are-You-From service can be customized to limit or highlight the

connected authentication services
bases
.’\Fdl [=] = = = =




User authentication - flow example with PUNCH Gitlab

PUNCH4NFDI Gitlab

Use the PUNCHANFDI AAI ! asrmame o prnary emat
If your institution is not member / registered
1SS DFU-AAE o any other AX [—
°
PURCHENFOT AAE can accomandate tgentification Forgtyou pamors?

fron your account on
() Remember me

oReID 6Lt soogle

Please read the Registration

Instructions for the PUNCH4NFDI AAl: or signiin with
nTtps: //wim. punchantod. de/sites/sites_custon PUNCHANFDI AAI
/site_punchinfdi/content /e117438/£142359/ 149152
/PUNCH-AAT-registration. pat () Remember me

Press on PUNCH4NFDI button to start
authentication
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Sign in using your institutional account (or Github, Google, ORCID)

N T

[a+sTAR - Agency for Science, Technology and Research

i

2

a

or

Sign in using your institutional account (or Github, Google, ORCID)

@) JULICH

Show other sign in options

Select your institute or other for
authentication; your last choice might be
preselected

5 =
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User authentication - flow example with PUNCH Gitlab

[ ' JULICH Identity Provider Forschungszentrum Jiilich
Forschungszentrom

Login to Helmholtz AAI

Your username s the frst part of your emailadress. If your emailadress is
m.mustermann@1z juelich.de your username would be m.mustermann. The password is your
email password of the central mailserver (Forgot your password?).

Ifyou log in to a service for the first time, the next pages wilinform you, which data wil be sent
o the service provider.

Login screen of the home organisation

basel
nfdi

Released attributes from unity to the
service can be reviewed and the decision
stored for the next time. In this case the
window is not shown again



User authentication - flow example with PUNCH Gitlab

Your work | Projects

Projects

Q Search or go to.

Yours 42 Starred 0 Filter by name
Your work

I@ Projects Al Personal

% Groups

D Issues

£1 Merge requests > Q’,{DJ

To-Do List

®

There are no projects available to be displayed here.
Milestones

® ©

Snippets

(€]

Activity

@ Help

Successfully logged into PUNCH Gitlab
based
nfdi

Language

Eotore prfcs

v Name v

1@



User authentication - new users

First time login

Your login using your organisational/social account has been successful, however you are not known here

Register

You can register to create your federated account.

Cancel

If users appear for the first time with the chosen account, they need to register (or link
to an existing account, if supported by the instance)

basey4
’\Fdl 15



User authentication - new users

The following identies were externally providec; The falowing idenites were externally provided:

= s
Helmhitz A Acceptable Use Policy Emall adaress (1)

The flloving atributes were sxternaly provided:
Name:
Sander Apweller

Helmboltz Al Acceptatie Uss Polcy

cancel  [ISUBMIE cancet [ Submit

If the external account provides all Otherwise they need to enter mandatory
information, users must accept policies information as well

basel
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User authentication - new user

® The set of provided attributes differs, especially for social IdPs
® User may need to confirm their email, before the account is finally created

® Multiple policies may be displayed

basel
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User authentication - multi-factor authentication

® Unity supports TOTP or FIDO for MFA
® At the moment just TOTP tested
Can be optional or enforced

Improvements in area of MFA are ongoing, see WIP/Outlook section

basel
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User authentication - multi-factor authentication

User set MFA usage
in credentials tab of
home endpoint

basel
fdi

Profile

Credentials

&

Trusted
applications

=

Account update

Enable two-step authentication If possible

Credential: test_otp

Status: @ ot set

Credential:  Default system password credential
Status: @ correct
Last modification of password was at 1/12/24,

Change

Remove all trusted devices

Trusted devices: v

L 11:27 AM

19



User authentication - multi-factor authentication

Common setup for
TOTP sync between
service and device

bases

fdi

i
Enable two-step authentication If possible
Profile
Credential: ~ test_otp
Er=rs Scan this code in OTP app
Trusted E3
applications
Custornize key label for your app
= Can't scan the code?
=]
Account update

Credential: ~ Default system password credential
Status:

@ correct
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Group management

Unity has it's own endpoint for group management
® Group managers can
® Invite people by email
Manage requests
Create group structure
Grant/revoke management permissions to/of other members
Delegate management of sub-groups

® Group management must be prepared by the unity administrators
® Groups can be

® free for all without further validations
® free for all on request with validation of group managers
® closed, by invitation only

Unity labels a group as a project

basel
nfdi
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Group management - creating new groups

New groups are created and prepared by the unity administrators via web-Ul or API
e Create new sub-group in unity’s user directory

® Enable delegation configuration

® Create registration and enquiry forms
® Set logo, if desired
® Allow delegation of further sub-groups, if desired

® Add a manager to the group and grant group management permissions

basel
nfdi
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Group management - creating new groups

+| Enable management delegation (via UpMan)

Logo URL:
Allow authorized managers to create subprojects

Read only attributes v

Registration form: v | X

Sign up enquiry: v | R

Membership update enquiry: v | R

Forms can be created
automatically, using
the wand symbol in
the Ul and fine-tuned
afterwards

basel
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Group management - creating new groups

Semi-Automated groups are possible as well
¢ Instead of enabling the delegation configuration
® Users are added automatically by some defined condition to a group, e.g. remote
authentication
® But users are not removed, if the condition is not met at the next login

¢ Adding a rule in input translation profile for this

{
"condition":{
"conditionValue":"idp == 'https://idp.its.fz-juelich.de/idp/shibboleth'"
¥o
"action":
{
"name" :"mapGroup",
"parameters":["'/FZJ'","REQUIRE_EXISTING_GROUP"]
}
}
bases

Nfdi
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Group management - group management endpoint

Drop-down list shows manageable groups

® Members tab: management of the group members

Groups tab: creating and adjusting the group structure

Invitations tab: invite new users

User updates tab: review user requests

basel
Nfdi

Project:

EntitlementRootGr v

## Members
&= Groups
&3 Invitations

2, User updates

26



Group management - member management tab

[=

Members "
¢ Delete members
) Show members of:  EntitlementRootGroupl (All members) v
from project R
— earc
whole group =

( ) Role ¢ Name < Email ¢ eduPerso... ¢ Given na... # E-mail ad... ¢ Action
¢ Delete members °

from current :ojectsAd Sand... ;a.?phwziler@fz— =

( b )group juelich.de

Sub-

Add manager group... =
b user to @ lhofer@fz- .

3 nother regular Laura... juelich.de https://ref... © Remove from project =

g ) l.hofer@fz- | B
su b_grou p manager Laura... juelich.de [ Remove from group =
@ @ Add to group

L4 Set role Of a regular sande... Jsﬁaeri‘:ig?@ﬁ 17 Set project role =

member | . E

regular sand... sanderapweiler@ =
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Group management - group management tab

¢ Add or delete
sub-groups

® Rename a group

e Configure a
sub-group to
delegate the
management

basel
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Groups

~ BEEntitlementRootGroupl

> [gEntitlementSubGroup

B0

»

J T

Delete sub-project group
Add subgroup
Rename group

Configure as sub-project

[
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Group management - invitation tab

[

Invitations "N
- New invitation Q Search
¢ Review all
invitations -
Email ¢ Gro... % Last sent ¢ Expiration ¢ Link Action

® Create new
invitations

2024-01-15 08:55:16 ~ 2024-01-18 08:54:44 )

p——— > 2024-01-15 08:55:16  2024-01-18 08:54:44 &)
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Group management - invitation tab

Invitations

a D
Not expired New invitation Q Search
invitations can be =
Email ¢ Gro... ¢ Last sent = Expiration % Link Action
® resent
e 2024-01-15 08:55:16 2024-01-18 08:54:44 D/ =
® revoked e = 2024-01-15 08:55:16  2024-01-18 08:54:44 [ =
i Remove invitation
= Resend invitation

Nfdi



Group management - invite user

e Add the email addresses of the users =

(one per Iine) Invite new user

° Optiona| SUbgrOUpS can be added Email(s): + Emails of invited persons, one per line

¢ Validity of the invitation can be Groups: .
adjusted

® |nvitee receives an email with link to
L. Invitation valid 19.1.2024 E  09:36 o
join the group unil: +

® The invitation is sent to the provided ol o« |

email address, but not bound to it

basel
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Group management - accept invitation

User can create a
new account or
switch to sign into an
existing one

basel
fdi

You are registering a new account for = _mwsit==""0 == "= If you already have an account here, you can switch to use it.

—
C=E

[m]

[

Join HIFIS

| Search

Institute of Engineering Seis...
UNIVERSIDAD TECNOLOGICA ...
University of Jinan

29 Mayis University

A*STAR - Agency for Science, T...
A. T. still University

AAF Virtual Home
aai.lab.maeen.sa

AAI@EduHr Single Sign-On Ser...

Aalborg University

|

¥) Q32
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Client registration - OAuth2/0IDC

OAuth2/0OIDC clients are accounts in unity itself

Therefore they are not bound to any user

Can be created by the service operator directly, using registration forms

Adding a rule in input translation profile for this

Automated or manual acceptance by the unity administrators

basel
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Client registration - OAuth2/0IDC

Different level of attributes during the registration
® Technical mandatory

® Username/password, aka Client ID and secret
® Return or redirect URL of the client

e QOptional for enhancement of the login flow to the users
¢ Client name
® Logo

® Mandatory, due to policy or law, e.g.

® Contact
® Link to service data privacy statement

basel
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Client registration - SPA & public clients

The client credentials of Single Page Applications (SPA) or non web application might
not be kept on the web-server and the authentication is handled at the computer of
the user. For those scenarios public clients can be used.

* Application must use Proof Key for Code Exchange (PKCE)
¢ Return URL must still match

e User can not save their consent

basel
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Client registration - SAML2

SAML trusted applications are added by the unity administrators

In configuration files or web Ul, depending on the operation model
Technical mandatory information

® entitylD of the client
® URL of the assertion consumer service (return URL)

Optional information to enhance user experience

® Client name
® Logo

basey4
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Policy management - accept invitation

Settings > Policy documents > new

Name: *

Policy document

Displayed name:

¢ |s formatted text pocument acceptance s optone!
or link to e
external URI m— T .
Text: D =z english
°|smandatoryor B I Ux x & 25§35 — @ % S &
optional eackgond ) [roregrouma ] [fom U=

® Has a version
number

Cancel Create

basel
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Policy management

The policy documents are created by the unity administrators

Updates can be silent or create a new version

® New versions are shown to users at the next login

Policy documents are part of the user registration or user update

Accepted policies are stored with date and version in an internal attribute

basel
nfdi
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Attribute management

e Attributes can be configured quite flexibly

13 different types (common and special types)
Single or multi-valued (limited or unlimited)
Unique values in multi-value attributes

Self modifiable

® Some attributes are already pre-defined

basel
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Attribute management - attribute translation

attribute statement

input translation (L\ output translation
IdP Unity-1dM OIDC service

~  esEEEEEEe=ee=
! given_name: Max

’
| givenname: Max
I

I sn: Mustermann
,,,,,,,,,,,,,,, |

I
\

| |
I ! I
! :
! , family_name: Mustermann :
!
I ! I
name: Max Mustermann | name: Max Mustermann )

e Attributes from IdP are translated in input translation profile to local format

e Attributes from unity are translated in output translation profile to expected
format of services

® Attribute statements can create new attributes based on existing information

basel
nfdi



Attribute management - attribute translation

Translation profiles are converting attributes between protocol specific names and
an internal database

Translation profiles are configured as JSON files or in web Ul
Multiple attributes can be combined to a single one within the translation profiles

Attribute statements create new attributes based on information from internal
database

Attribute statements can be simple, like combine existing attributes or copy
information into another group, or complex, like expressing group structure and
membership information into an attribute

Each group has it's own attribute statements

Attribute statements are configured in web Ul using MVEL

baseL

nfd
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Attribute management - attribute translation

® |n some cases additional information, beside the information from the IdP, are
required

® Unity can query an LDAP for additional information, during the login

basel
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Others - IdP hinting

® Some services want to recommend an IdP for sign in

Those clients can use IdP hinting

The client need to add uy_select_authn= as query parameter and add the
internal IdP ID

The AARC guidelines are not supported, but this is in discussion with BixBit

basel
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Others - attributes in OIDC claims

® Some services require user attributes within the token

® PUNCH4NFDI compute workflows are the first service, which required this and
made a feature request for it

® The client needs to add claims_in_tokens as query parameter to the
authorization URL call

® The returned token contains all attributes, which can be fetched from the user
info endpoint as well

basel
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WIP /Outlook

WIP: already implemented in unity but not yet (fully) configured
Outlook: needs implementation in unity and is in discussion with BixBit

WIP:
® Deprovisioning
e SCIM API
e Step-up AuthN
* FIDO

Outlook:

® MFA enhancement

basel
nfdi
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WIP /Outlook - deprovisioning

Handled by external app

Workflow with check at home organisation, if possible

Fail-over with email to users

Already working

Extend logging of account deletion and notifications to connected services

basel
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WIP /Outlook - SCIM API

® Requesting information of a user or members of a group

Schema are prepared

Already successful tested with administrator account

Working on queries with OAuth token

basel
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WIP /Outlook - SCIM API - use-case

® Designed by HIFIS

® Map group membership information from different Identity providers, into EFSS,
without offering authentication by them

¢ Periodical update of group membership information without user login using
SCIM and OIDC

® New members get access to data without re-sharing
® Former member loses access to the data

basel
nfdi

53



WIP /Outlook - SCIM API - use-case

B2ACCESS|  |eduTEAMS|  [Helmholtz AAI

[ vO-app [ VO-app VO-app [ VO-app [ VO-app
| EFssﬁ—‘1 | EFSé—y—‘2 EFSg—y—‘3 | EFSé—y—‘4 | EFSi‘S—y—‘5

Federated group A A } A } A
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WIP /Outlook - MFA enhancement

® Honor MFA from remote IdP and do not ask for second factor itself
® Inform services about MFA usage via protocol standards

® Support MFA requests from services

basel
nfdi
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