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Overview and History ﬂ(IT
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@ Federated open source identity management system
W Started as an infrastructure proxy for federated LDAP access in 2012
® Enhanced to a full-featured multiprotocol identity proxy over the years...
® Gradually expanded to meet CAAI requirements
® Used at bwIDM, bwIDM2, NHR, Helmholtz Association, NFDI...

® Mainly developed at the Scientific Computing Center (SCC) at KIT
® Able to react very flexibly to new requirements

® Established development team @KIT

@ Currently installed setup manages more than 50,000 registered users from
various research institutions (DFN-AAI)
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Typical End User Experience

# bwSync&Share

Anmeldeoptionen:

Mitglied im bwSync&Share-Verbund *) |
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Willkommen
Sie wurden von einem Dienst hierher weitergeitet um sich zu authentifizieren:
bwSync&Share

Foderation: Alle -

Suchfilter

eutsches vESY
Deutsches Klimarechenzentrum GmbH (DKRZ)

Deutsches Krebsforschungszentrum (DKFZ)

DLR - Deutsches Zentrum fuer Luft- und Raumfahrt e.V.
Forschungszentrum Jilich GmbH (F2))

GEOMAR Helmholtz-Zentrum filr Ozeanforschung Kiel

Helmholtz Zentrum Minchen GmbH (HMGU)

Helmholtz-Zentrum Berlin filr Materialien und Energie GmbH (HZB)
Helmholtz-Zentrum Dresden-Rossendorf e.V. (HZDR)
MHelmholtz-Zentrum Potsdam Deutsches GeoForschungsZentrum GFZ
Helmholtz- Zentrum fiir Infektionsforschung GmbH [HZ1]
Helmholtz-Zentrum fiir Umweltforschung GmbH - UFZ 1dP
Kartaruher Tnstitut fir Technologie (KIT)

Max-Delbrick-Centrum fisr molekulare Medizin
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Other Infrastructure Proxies
(EGL EUDAT, ELIXIR ..

NFDI Other
Infrastructure Infrastructure
Service Service
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Classification
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Architecture Q(IT
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Architecture Q(IT
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ZAS
JARDS

LinOTP
privacylDEA
eduMFA

Service B
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Feature Overview ﬂ(IT
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@ Community AAI for Single Sign On Environments
® Transparent connection of SAML federations
® Provisioning and deprovisioning (linked user accounts, with SAML AQs)
® End user portal for service registration and group management
® Infrastructure proxy for non web services (LDAP, REST)
® SSO protocol proxy OIDC < SAML (AARC

X

@ Additional features
® Management of SSH keys and service passwords (CLI/HPC login)
® Multifactor authentication (TOTP, also available for CLI/HPC logins)
® Freely programmable authorization rules and attribute processing

04.06.2024 NFDI CAAI RegApp Scientific Computing Center



Multiprotocol Proxy ﬂ(IT
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Application/Service Connection User Authentication

o c Social, Cloud,
‘*’ y Community AAls, ...

o | Reghop | T o
@/ \ Academic Area,
i Cloud, ...
Q
2

® Flexible and freely

programmable attribute v

processing on all relations AD/LDAP Nextcloud OpenStack
® Service connection with

free|y programmab|e Infrastructure Provisioning

. . (Account, Groups, Service Passwordes, ...)
authorization rules
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Infrastructure Proxy ﬂ(IT
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® Wide provisioning AND deprovisioning

® Current modules ~ Reghpp

® LDAP (attributes with templates or scripted) .

® Samba 9 g%

® OpenStack

" Nextcloud AD/LDAP Nextcloud OpenStack

® Powerfolder o, Graio, S passords, .
® |In development

W Gitlab

® If needed: We can provide NFDI LDAP as a service

04.06.2024 NFDI CAAI RegApp Scientific Computing Center



End user’s view: Login

@ Select home organization
@ DFN AAI
® Other AAls
® Social

@ Selection can
be stored for a
faster next login

11 04.06.2024 NFDI CAAI RegApp
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Federated LOQ|

Willkommen

Sie bendtigen ein gliltiges Benutzerkonto bei einer teilnehmenden Organisationen, um féderierte Dienste nutzen zu kénnen.
Waéhlen Sie Thre Heimatorganisation aus und klicken auf "Fortfahren" bzw. driicken die Returntaste.

| karl| |
3 & Karlsruher Institut flir Technologie (KIT)
-+ Hochschule Karlsruhe I\

PH Karlsruh
arsrune Karlsruhe Institute of Technology
wh DHBW Karlsruhe Karlsruher Institut fiir Technologie (KIT)

FIZ Karlsruhe

Oder nutzen Sie einen alternativen Anbieter:

Helmholtz AAI
\ ORCID iD

Scientific Computing Center



End user’s view: MFA

® MFA and token management integrated in RegApp

® Home IdPs without MFA
® Services which need MFA but cannot do it by themselves

W Self-service registration (via QR-codes), Backup TANs, TOTP
® Supported backends: LinOTP, privacylDEA, eduMFA
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Liste zweiter Faktor

Tokentyp: Backup TAN Liste Tokentyp: Smartphone App
Aktiv: Ja Aktiv: Ja

]

Tokentyp: Hardware TOTP

Aktiv: Ja

12 04.06.2024 NFDI CAAI RegApp
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End user’s (Pl) view: Project Management
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Projekte

Neugs Projekt anlzgen

Kurzname

Name T!
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Lokales Projekt (SSH-Test Service): AgroPro

Eigenschaften

Aktiv verbunden

Das Projekt ist mit dem Dienst verbunden.

her Gruppenname fur das

tund den Dienst

Projekt Administratoren

ID Name Tl Nachname Tl

Projekt Mitglieder

1D Name Tl Nachname Tl

Vorname Tl

Vorname Tl

Typ

Typ

MEMBER

Scientific Computing Center
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RegApp for NFDI: 4 Servers / 2 Locations

Belwue DFN
Connection

Connection

KIT Campus
South

F5 Big-IP

Loadbalancer

Virtual Maschine

Apache Webserver

Quarkus / Wildfly
Application Server

Virtual Maschine

Apache Webserver

Quarkus / Wildfly

Application Server

04.06.2024

PostgreSQL Database
Streaming Replication

Active/Passive

NFDI CAAI RegApp

Two Computing Centers,
10km apart, connected via
two different fibers

KIT Campus
North

F5 Big-IP

Loadbalancer

Virtual Maschine

Top/Down Apache Webserver
layers fully
meshed

Quarkus / Wildfly
Application Server

Virtual Maschine

Apache Webserver

Quarkus / Wildfly
Application Server

PostgreSQL Database
Streaming Replication
Active/Passive

Setup architectyre
approveq Since
2013 in bwpp,
With ~50 users

Connected to pp
Systems ang

Standarg S€rvices

Scientific Computing Center



RegApp for NFDI: Customized Frontend ﬂ(IT
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& Deutsch  ~

NFDI RegApp Community AAl

Willkommen

Sie bendtigen ein gliltiges Benutzerkonto bei einer teilnehmenden Organisationen, um foderierte Dienste nutzen zu kénnen.
Waéhlen Sie Ihre Heimatorganisation aus und klicken auf "Fortfahren" bzw. driicken die Returntaste.

Suchfilter

| uni|
Universitat Stuttgart
-l Albert-Ludwigs-Universitét Freiburg

Uni itat Heidelbs
® nfversf ? — eTg Karlsruhe Institute of Technology
- Universitét Hohenheim Karlsruher Institut fiir Technologie (KIT)

Universitdt Mannheim
E Universitat Tubingen
Universitat Ulm

Universitat Konstanz

Reutlingen University / Hochschule Reutlingen
Universitat Rostock
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Current and Future Developments ﬂ(IT
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® Improving the community functionality (well progressed)
® Project and virtual organization management
® Active group membership provision
® Invitation of external persons by email/link
® Improve user experience when linking accounts
@ Support of modern authentication methods (planned)
® FIDO2 keys for SSH login
® Webauthn/Passkeys for user-/passwordless web login
® Internal redesign/modularisation (ongoing...)
® Wildfly, J2EE 8 — Quarkus framework, Jakarta EE 10
® Server-rendered management webpages — SPA with Angular

04.06.2024 NFDI CAAI RegApp Scientific Computing Center



Further Information

® RegApp

@ Deutsch: https://www.scc.kit.edu/dienste/regapp

® English: https://www.scc.kit.edu/en/services/regapp
® Downloads

W Gitlab: https://gitlab.kit.edu/kit/reg-app/regapp

® Docker: https://gitlab.kit.edu/kit/reg-app/regapp-docker
@ References

® In NFDI context: https://regapp.nfdi-aai.de
® Contact

@ regapp-support@lists.kit.edu

® uli.weiss@kit.edu and michael.simon@kit.edu

17 04.06.2024 NFDI CAAI RegApp
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